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Abstract. Several mathematical problems have been used to build the encryption schemes or digital signature schemes. One of them, the discrete logarithm problem (DLP) over a multiplicative group that is used for creating the DLP cryptosystems. The generalization of  DLP that is applied on the elliptic curves  defined over finite fields is considered as another hard mathematical problem to solve. This problem is called the elliptic curve discrete logarithm problem (ECDLP). The security of the elliptic curve cryptography (ECC) based on the difficulty for solving the ECDLP. On the other hand, the efficient of the elliptic curve cryptosystems depends on the computation of a scalar multiplication  on . A scalar multiplication is a core operation in the ECC. It is not only the main computational operation in ECC, but it also forms a central time-consuming process. The efﬁcient performances of scalar multiplication directly determines the ECC performance. Some efficient algorithms are applied to compute in ECC.  One of them, is the integer sub-decomposition (ISD) method which is used the efficiently computable endomorphisms of . The elliptic ElGamal digital signature algorithm (EEDSA) is an example of the elliptic curve digital signature algorithm (ECDSA) which has been improved using the ISD method. A scalar  in  , on the proposed EEDSA-ISD method, has been sub-decomposed by 
,
where ,  ,  ,  ∈ [− ,], ,  namely ,  ,  ,  are computed by solving the shortest vector problem in lattice. The scalar multiplications  on the EEDSA-ISD method are computed by 
,
where  and  are two efficiently computable endomorphisms of  defined over a prime field . The proposed EEDSA-ISD algorithm is benefited from the fast computations in the ISD method which is depended on the sub-decomposition of the scalars in scalar multiplications. The EEDSA-ISD method also depended on speeding the computations of the efficiently computable endomorphisms, for  1,2, of elliptic curve  in ISD method. This work presents the security of the EEDSA-ISD method which is justified by the sub-decomposition of a scalar  in . Recovering a scalar  (that is a private key in the signature algorithm) from the sub-decomposition formula is more complicated even if by exhaustive search algorithm (ESA). On the EEDSA-ISD method, other security considerations to prevent elliptic curve discrete logarithm attacks, are discussed. As a result, the EEDSA-ISD method is considered as appropriate digital signature algorithm, to sign the plaintext messages, on elliptic curves in compare to the original EEDSA and other elliptic curve digital signature algorithms.
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